7~ VERMONT ' Email Encryption
(Effective 9/11/15)

Office 365 Message Encryption is an easy-to-use service that lets email users send encrypted messages to
people inside or outside their organization. Designated recipients can easily view their encrypted messages and
return encrypted replies. Regardless of the destination email service—whether it’s Outlook.com, Yahoo, Gmail,
or another service—State of Vermont Employee email users can send confidential business communications
with an added level of protection against unauthorized access.

Instructions for recipients of secure email
There are 2 methods for recipients to read an encrypted message.

To view and reply to an encrypted message:
1) Using a One-time passcode
2) Using a Microsoft account
3) Reply to an encrypted Message after opening

Use a One-Time Passcode to View an encrypted message:

1. When the recipient receives the encrypted message it will look like this.
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Encrypted missage from the State of Viermont secure messaging system
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Save and open the altachment (message.htmiy, and follow the instructions.
Sign i using the (ollowing email address: dandafortin@outicok.com

B hessage encryption by Microsoft Office 365

=]

P il
VERMONT

September 11, 2015



2. To read the email, the recipient will need to open the .html attachment. When you open the attachment,
it will take you to the State of Vermont secure email portal. Once there, the email recipient should
select the “Use a one-time passcode” option.

Encrypted message

davidafortin@outlook com

To view the message, sign in with 3 Microsoft account. your work of schaol account, or use a one-time
passcode

(&) signin
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3. The recipient will be taken to a webpage where they will need to input the passcode. The passcode will
be emailed directly to them and should appear in their mailbox momentarily. Recipient will see the
following on their screen:

We sent a passcode to davidatortin@outlook.com

Please check your email, enter the passcode that comesponds with the
reference code, and click continue, The passcode will expire in 15 minutes

Reference code: 0955
Passcode

This is 3 private computer. Cepp me signed in for 12 how

(=) Continus

Dhidn't recene the passoode? Clhck here 1o get ancther one,

4. The passcode email message will come from Microsoft Office 365@messaging.microsoft.com. The

message will contain two numbers. The first is the reference code, which determines which encrypted
email the passcode is for. The second, is the actual passcode which the recipient will need to put into
the screen in step 3.
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n Your one-lime passcode to view the message

Folders Micrasoft Office 365 Message Encryption (MicraraROffice 365 @meitagn ol Add i comacts 113 A8
dirchive
ok Here is the passcode you requested to view your encrypled message. It matches reference cod

Drats
Passcade; 1E55009]
Sent
Defietied Thiis pazscode will expire within 15 minutes of the request, Type this passcode in the webpage where you requested it fiom b view your message,
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5. Enter the passcode into the appropriate field and click “Continue” to access the message.

We sent a passcode to davidafortin@outlook.com

Please check your email, enter the passcode that comresponds with the
reference code, and click continue. The passcode will expire in 15 minutes.

Reference code: 0955

Thes iz 3 private computer. Keep me signed in for 12 hours

(=] Continue

Dadri't receive the 'r-]fls‘rrl-r‘r-‘ Click hare to r_l(: another one

6. The recipient should now be able to view and respond to the email.

Sate of Veirnony secule emdil portsl
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3Tip:

Each passcode expires after 15 minutes. If that happens, or if you can’t open the message for any reason,
start over by opening the attachment again and following the steps. Make sure the reference code in the
email containing the passcode matches the reference code in the portal.
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Use a Microsoft Account to View and Reply to an Encrypted Message
To view an encrypted message using a Microsoft account

1. Follow the instructions in the email message to save the attachment.
2. Open the message.html file and select Sign in.
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3. Sign in to the encryption portal with a Microsoft account, as instructed in the message. If you don’t have
a Microsoft account, you can choose the option to create one associated with your email address. (You’ll
have to fill out a form and complete a verification step.) In order to view the encrypted message, he
email address for the Microsoft account must match the address to which the encrypted message was
sent.

If you’re already signed in, you won’t have to sign in again.
4. After signing in, you can view the contents of the encrypted message.

Note:
If you are inactive for more than 15 minutes, you are automatically signed out of the encryption portal.

To reply to an encrypted message
1. Choose Reply or Reply All.

2. On the page that appears, type a reply and choose Send. An encrypted copy of your reply message is
sent to you.

September 11, 2015



	Instructions for recipients of secure email
	Use a One-Time Passcode to View an encrypted message:
	Use a Microsoft Account to View and Reply to an Encrypted Message
	To reply to an encrypted message


